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Kara Stein, a departing member of the U.S. Securities and Exchange 
Commission, recently posed the question, “How do you regulate 
algorithms?”[1] The authors of a recent Harvard Business Review 
article advocated for the auditing of algorithmic decision-making and 
artificial intelligence, or AI, technologies, fearing potential “serious 
problems” associated with further introduction and development of 
those technologies.[2] 
 
In the same vein, Microsoft recently began developing tools to help 
engineers identify unintended bias in algorithms, after machine 
learning, or ML, algorithms to predict whether defendants are likely to 
commit crimes in the future and facial recognition software were found 
to have “algorithmic bias.”[3] 
 
The fact that algorithms are being written to police other algorithms 
belies an important aspect of AI and ML that will likely have broader 
implications in a variety of areas, including regulation and compliance 
in financial markets. Recent developments in AI, ML and related 
technologies have seen developers of these technologies become 
ever farther removed from the results generated by these models. As 
the technologies continue to advance, the potential to draw inferences 
may be limited by the inherent nature of the technology. 
 
This article will discuss some of these implications in the context of 
“spoofing,” one of a variety of trading activities that regulators 
consider to constitute illegal market manipulation. The Dodd-Frank 
Act defines spoofing as “bidding or offering with intent to cancel 
before execution.”[4] It has been the focus of increasing regulatory scrutiny in recent years, 
with several prominent cases involving spoofing either having recently been resolved or 
continuing to wind their way through the courts.[5] The question of intent not only has 
proven to be one of profound disagreement with respect to allegations of spoofing,[6] but is 
at issue with other kinds of trading practices of concern to regulators[7] as well as other 
matters of law more generally. 
 
When the question arises in the context of trading practices, in tandem with the testimony of 
fact witnesses, the court may have the benefit of software design documents or a computer 
program (or code) from which to draw inferences.[8] However, with advances in and 
broader dissemination of ML, AI and related technologies, to the extent they find application 
in algorithmic trading, the potential to draw inferences even with access to code may be 
limited. 
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Spoofing serves as a good backdrop against which to consider the question of intent, not 
only because of the ready connection between trading strategies and implementations in 
software, and the court’s focus on these algorithms as expressed in code, but also because 
of the rapidity with which leading-edge advances in technologies such as AI and ML are 
absorbed and deployed by trading operations. 
 
The remainder of this article discusses those recent advances in technology which may 
inform the question of intent, not only with regards to spoofing, but more broadly in 
circumstances where the court may be disposed to draw inferences from code, as these 
technologies continue to advance and become more widely adopted. 
 
The Evolution of Trading 
 
While many traders remain “point and click” operators who manually enter trades, in much 
the same way as users of online retail brokerage platforms,[9] an increasing volume of 
trading is being performed algorithmically, independent of direct human intervention.[10] 
 
In the first federal prosecution of spoofing in the U.S., Michael Coscia was indicted in 
October 2014 on six counts of commodities fraud and six counts of spoofing for executing a 
high-frequency trading strategy that involved entering orders “that he intended to 
immediately cancel before they could be filled by other traders.”[11] During the trial, the 
prosecutor described Coscia’s trading software as “designed to cancel” and “programmed 
to cancel.”[12] At the time of Coscia’s conviction, David Meister, the U.S. Commodity 
Futures Trading Commission’s enforcement director, stated that “[w]hile forms of algorithmic 
trading are of course lawful, using a computer program that is written to spoof the market is 
illegal and will not be tolerated.”[13] 
 
To inform the question of intent, witnesses who have knowledge of the relevant facts and 
circumstances may provide testimony to assist the trier of fact. In their bid to establish 
intent, for example, prosecutors in the Coscia matter relied upon the testimony of Coscia’s 
programmer and Coscia’s own testimony regarding the design of the program he used for 
his high-frequency trading strategy.[14] Software design artifacts such as flow charts or use 
case diagrams may also serve to complement testimony regarding the communication of 
intent,[15] and the code that implements a trading strategy itself may even be analyzed. 
 
When most people think of an algorithm, they think of simple, rule-based operations such as 
“if A then B.” This mental model is consistent with the way trading algorithms have 
traditionally been designed.[16] Although it may be very complex, if the algorithm expresses 
a set of rule-based conditionals, given a set of market conditions, the outcome of the 
execution of the code will be unambiguous. 
 
However, the technology available to algorithmic traders, and even the nature of what 
practitioners might consider to constitute an algorithm, has been evolving and becoming 
increasingly sophisticated with the development of tools and techniques to parse and 
analyze “big data” and the associated fields of machine learning and artificial 
intelligence.[17] 
 
The Black Box 
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AI and ML do not describe singular, cohesive approaches to data processing and analysis. 
Rather, they serve as umbrella terms under which a wide variety of analytical techniques 
are categorized. While some of these techniques are rule-based, with any given set of 
inputs leading inexorably to a predictable output, other techniques have more of the 
character of a “black box.” They may produce desired results (such as the identification of a 
cat in a picture) but the precise mechanics of that determination may not be clear, even to 
those who implement the technique.[18] 
 
The neural network is one such technique, for which even its own designers cannot explain 
precisely how given outcomes are produced.[19] Neural networks have been around since 
long before machine learning became a buzzword[20] and have been used for trading 
systems and financial analysis as far back as the 1990s,[21] but have recently seen a 
resurgence with the development of “deep learning” models.[22] 
 
These systems rely on virtual neurons that lie between the input (such as a photo) and the 
output that is produced from the network (such as a determination of whether the photo 
contains a picture of a cat). The nature of the connections between those neurons is 
determined by a training dataset comprised of inputs for which the correct outputs are 
known. 
 
Today, neural networks and deep learning technologies power facial recognition software 
used by Facebook and law enforcement authorities,[23] natural language processing used 
by digital assistants such as Amazon’s Alexa, Apple’s Siri and Google Assistant,[24] and in 
the identification of medical conditions such as skin cancer.[25] These technology firms 
benefit from massive repositories from which to draw training datasets for their algorithms. 
Facebook, for example, has billions of photos available in which users have tagged 
individuals that could potentially be used to train their facial recognition software. 
 
Particularly with very complex models, it may not be easily discernible why a particular 
output is observed based on a particular input. For example, if a neural network identifies a 
cat in a photograph, it may not even be clear to the developer or developers who built and 
implemented the model exactly why the neural network produced a particular result. A 
reporter for the New York Times recently commented that “[machine learning] algorithms 
can’t articulate what they’re thinking. We don’t know why they work, so we don’t know if 
they can be trusted.”[26] 
 
Within the domain of trading, ML has also found ready application in the field of surveillance 
and regulatory compliance. Surveillance tools had historically relied on detection of trading 
patterns using a set of rule-based criteria. In the case of spoofing, this might take the form 
of a set of conditionals based on the relative directionality, size and timing of orders.[27] 
Recently, trading surveillance technologies have adopted machine learning tools and 
techniques to identify patterns in trading activity such as spoofing much in the way that 
facial recognition software identifies an individual in a photograph.[28] 
 
With a rule-based set of criteria, the reason that a certain pattern of trading activity has 
been identified is unambiguous. There is a “bright line” that distinguishes patterns, and 
those that fall on one side of the line are identified, while those that fall on the other are not, 
even if they otherwise may seem very similar. 
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However, if a pattern of activity has been identified by an AI- or ML-based model, as with 
image recognition, it may not be clear why that identification was made. Moreover, even 
identical implementations of a given model might produce different outcomes depending on 
factors such as the training dataset that was used.[29] 
 
Looking Ahead 
 
As AI and ML techniques are increasingly adopted for the purposes of trading, they 
introduce a layer of abstraction between the trader and the resulting trading activity, and the 
level of abstraction will only grow as the sophistication of these algorithms increases. 
 
Looking even farther into the future, as automated trading becomes more sophisticated, 
regulators may even be faced with the prospect of trading software “discovering” 
unintended behaviors. Where would responsibility lie if, for example, a team of traders and 
data scientists implement an AI-based trading model that, independently of the intended 
design, engages in activity regulators identify as consistent with spoofing? Or if two or more 
such automated trading systems independently discover that they can profit from 
cooperating in a pattern of trading activity that would be identified by trading surveillance as 
spoofing if only one of the trading systems were to engage in the activity alone, but which is 
effectively hidden from surveillance when the systems cooperate?[30] 
 
It’s only a matter of time before trading systems become sufficiently sophisticated that these 
kinds of questions will need to be considered. 
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